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a machine for fast privacy-preserving computations

Separation of public and private
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Separation of public and private

Algorithm language that separates private and public data.

public bool whoIsRicher

(private int alice, private int bob)
{

private bool winner;

wlinner = (alice > bob);

return declassify (winner);
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A whole development environment

is a virtual machine based on MPC
performs private computations
can also securely store data
IS compiled to assembly
® the assembly code is executed by

® we have built an IDE to help developers




A whole development environment

SecreCIDE [apriori_optimized.sc]

apriori_optimized.sc |~
apriori_optimized.sa

s |/*
2 * . This-file is-a part of the Sharemind framework.
3 *
4 * . Copyright - (C) -AS Cybernetica
5 *.All rights are reserved. Reproduction- in -whole or-part-is prohibited
6 * .without -the written consent of the copyright owner.
'7 *
8 * .Main- -contributors:
9 * .Roman - Jagomdagis: (neol5@ut.ee)
e | */
11
12B8void main () {
13 public int[ ][] itemsets;
14 dbLoad ("mushroom");
1.3 itemsets = apriori ( , 5, "transactions");
16 print("All suitable individual -columns:");
17 matPrint (itemsets);
R —
Stack Registers
apriori_optimized.sc Name Type Scope Value
apriori_optimized.sa C PUBLIC_INTVEC LOCAL
threshold PUBLIC_INT LOCAL 5000
F PUBLIC_INTVEC | LOCAL
$F_cache_rows PUBLIC_INT LOCAL 0
| setSize PURLIC INT | OCAI 5
Compiler Controller Results

12-35-29: [Controller] Retrieving data for register frequencies with type 6.
12-35-29: [Controller] Retrieving the size for register isCood with type 6.
12-35-29: [Controller] Retrieving data for register isCood with type 6.
12-35-29: [Controller] Retrieving data for register isGood with type 6.
12-35-29: [Controller] Retrieving the size for register z with type 6.
12-35-29: IControllerl Retrievina data for reaister z with tvoe 6.
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We are looking for collaborations

® \Ve are interested In:
® Using to implement private algorithms
® porting to new secure machines
® developing the virtual machine

® Please contact us by e-mail or in person
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