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“Only Computation Leaks” | “Memory Leakage”
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Assumes a form of secure memory

Which does NOT leak as long as ... but only ONE-SHOT
no computation is done on the data

This work:
remove these

restrictions!
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Features of Continual Memory Leakage (CML)

« Leakage function applied to entire memory

« Key updates are oblivious to users (public key ! 'S
doesn’t change).

» Leakage can occur at any time point!
— Including during key updates.
— Including during decrypting/signing.

o Total amount of leakage — unbounded.
— Only the rate (leaked bits/sec) is bounded.



Our Results: Cryptography in the CML Model

 Public-key encryption.

— Linear assumption: leakage rate (1/2-0(1)).

— SXDH assumption: leakage rate (1-0(1)).
— KeyGen and Update: logarithmic no. of bits.

 |dentity based encryption.

e Encryption = Signatures.
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Our Results: Cryptography in the CML Model

 Public-key encryption.

— Linear assumption: leakage rate (1/2-0(1)).

— SXDH assumption: leakage rate (1-0(1)).
— KeyGen and Update: logarithmic no. of bits.

 |dentity based encryption.

e Encryption = Signatures.

Concurrently [DHLW]: efficient signatures, ID schemes and AKA in
the CML model under linear and SXDH.

— Different techniques (re-randomizable NIZK).
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Paper on Eprint:
“Cryptography against Continual Memory Leakage”,
http://eprint.iacr.org/2010/278.




