
Jean-Max Dutertre (ENSMSE), Amir-Pasha Mirbaha (ENSMSE), 
David Naccache (ENS), Assia Tria (CEA LETI)













+
-

1Ω

AM8801

Vss



+
-

Vin

1Ω

AM8801

voltage

Vss



+
-

Vin IN OUT

COM

TLE4264

+ 100µF

1Ω

AM8801

+ 10µF

Vss

regulated

5V



+
-

Vin VssIN OUT

COM

TLE4264

+ 100µF

1Ω

AM8801

Vcc

+ 10µF

RST

CLK IO



+
-

Vin VssIN OUT

COM

TLE4264

+ 100µF

1Ω

AM8801

Vcc

+ 10µF

RST

CLK IO

= to the smart card reader



+
-

Vin VssIN OUT

COM

TLE4264

+ 100µF

1Ω

AM8801

Vcc

+ 10µF

RST

CLK IO

Issue!



+
-

Vin Vss’IN OUT

COM

TLE4264

+ 100µF

1Ω

AM8801

Vcc

+ 10µF

D+ D-

Solution

Vss



THE PROTECTED SYSTEM



OLED

THE PROTECTED SYSTEM



OLED

THE PROTECTED SYSTEM

PHOTOVOLTAIC CELL



OLED

THE PROTECTED SYSTEM

PHOTOVOLTAIC CELL

REGULATOR & CAPACITORS



THE PROTECTED SYSTEM



THE PROTECTED SYSTEM

THE ATTACKER



(Conceptual) Advantage

• Whatever is used is converted to heat.

• Whatever isn’t is converted to heat.

• The device’s power consumption is flat.

(Non conceptual) Limitations

• Excessive heat dissipation

• Solves power attacks not EMA

• Power consumption is multiplied by 8.

• In theory wires might act as antennae and conduct
a negligible EMA residue “very close to perfect”
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